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Independent Comprehensive Fiduciary Professional Over 110
Registered financial planning certifications, years
Investment and wealth licenses, and combined

Advisor management continuing financial
education for all advisor

team members experience
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ftc.goVv/IDTheftWeek

January 29 - February 2, 2024



"l always tell people
what | did 5o years
ago as a teenager is
now 4,000 times
easier to do today
than when | did it.
Technology breeds
crime - it always has
and always will.”

FRANK ABAGNALE, JR.



“As we look towards 2024,
we expect to see much
discussion around Al-
driven identity scams. We
believe there will be new
levels of identity crimes due

to the record number of
data breaches in 2023.”

| Eva Velasquez, CEO and President
Identity Theft Resource Center
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2024 FINANCIAL SCAMS
Stay Small and Create Safety Layers
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2024 FINANCIAL SCAMS
What do the bad guys want from you?
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2024 FINANCIAL SCAMS

How we can get scammed

SOCIAL ENGINEERING

The art of manipulating people and their emotions so they By

give up confidential information or Personal Identifying
Information (PII)

PHISHING

The fraudulent practice of sending emails or other
messages pretending to be from a reputable company: in
order to induce individuals to reveal personal information,
including passwords and credit card numbers




2024 FINANCIAL SCAMS
The Many - ishing Hooks

Phishing: emails
Vishing: phone calls or voicemails
Smishing: text messages

Quishing: malicious links are
embedded in QR codes which lead
you to fraudulent websites




2024 FINANCIAL SCAMS
Top Scams
TECH SUPPORT
BANK IMPOSTER
ROMANCE
SYNTHETIC IDENTITY
ADVANCED IMPERSONATION / GRANDPARENT
GIFT CARDS / BITCOIN / WIRE TRANSFERS
SWEEPSTAKES/LOTTERY

A/l, DEEPFAKE




From: Internal Revenue Service (info@iirs.gov)
To: XXXXXAKXKXKKKXK

Date: Friday. December 7. 2007 2:30:53 AM
Subject: IRS Notification Tax refund

@ Internal Revenue Service

United States Department of the Treasury

Tax Notification

Internal Revenue Service (IRS)
United 5ts Depart + of the Treas






2024 FINANCIAL SCAMS
Email Phishing Red Flags

From: Internal Revenue Servicql (info@iirs.gov)
= Was this email requested or was it unsolicited? T0: XXXXXXXXXXXXKXX —

Date: Friday. December 7, 2007 2:30:53 AM
= Does the email address look legitimate? Subject: IRS Notification Tax retuna

=  Would I normally receive a business email at
2:30 am? m Internal Revenue Service

i . United States Department of the Treasury
= Are there any grammatical or syntax errors in

the email?

= If | hover over the link in the email message, is
it for www.irs.gov or is it for a different (and
possibly malicious) website?

= Tip: pay close attention to letters when
combined, look like a different letter (such as
www.bankofarnerica.com - the “m” is really
two characters - “r” & “n")



http://www.irs.gov/

2024 FINANCIAL SCAMS

What can a hacker do once they're in?

Collect personal information and access your accounts

Capture keystrokes (including your passwords)

Capture your contacts list to use, rent or sell

FedEx Service <details@feedeex.coms
To: booking@hopeforthedying.com
FedEx delivery problem # Error 104900

FedEx.

Federal Express

Unfortunately we failed to deliver the postal
package you have sent on the 27th of July in
time because the recipient’s address is
€IToneous,

Please print out the label copy attached and
collect the package at our office.

Print a shipping Label

91%

of successful
data breaches
started with a
phishing email

{Zﬁ Internal Revenue Service
1 United States Department of the Treasury

HI, my name is Santiago Henson

| am herewith submitting my Resume under attachment for your perud

Thank you,
Santiago

Taxpayer I lkexjebbtcieexo -00

Tax Type: INCOME TAX

15511

if the statement is incormect, contact o

el Unreported/Undermeported Income

FOMER IH0A06LIS

{Fraud Application)




2024 FINANCIAL SCAMS
Vishing Attack Examples




2024 FINANCIAL SCAMS

Smishing Attack Examples

[JP Morgan Chase]: Your debit card USPS Alert: We are not able to Your Amazon account has been
has been blocked. Verify your make your delivery as scheduled blocked because we detected
details via link http:// due to a processing error. Go to suspicious activity. Recover your

http:/{usppost.com/fill-form/23hrz

Ipchase321.comfactivate-fill-form : : -
P L ! to verify your information.

h34rz to unlock your card.

account immediately using this link:
http://m.mdr.amzon.com/fill-php/
123. Please take action immediately
before permanent suspension.

Hello, your FEDEX package with

SMISHING ALERT!

ATT Free Mag: December bill is
: paid. Thanks, Here's a little gift for
Congratulations! You've won a

$1,000 Walmart gift card. Go to you: http://tinyurl.com/xyz123
http://bit.Lu/4321 to claim now. Happy New Year




2024 FINANCIAL SCAMS
Quishing Attack Examples

Ufllook AuthentiC®

Urgent Access Expiration Nojice - Action Required

B Microso

Your password to expires today Monday, August N, 2023,
Please do the following to keep using your mailbox without any issues and to we-rliComing emails.

Scan the QR code with your phone's camera to fix this problem.

Onece you've scanned the QR code, the app will guide you through the procegs of kepping yoyr account..
Please ensure you follow the instructions carefully.




2024 FINANCIAL SCAMS

Cybersecurity is Like Home Security

YOU NEED LAYERS OF SECURITY TOOLS

touch(Center

Honeywell




2024 FINANCIAL SCAMS

Keeping the Bad Guys Out One Layer at a Time: Technology

Stay alert for all kinds of phishing scams

Browse internet carefully

Use strong passwords, 2-fact :
authentication, and paw

NERETEES

Keep software up-to-date
Back up your data (computer and phone)

Anti-virus/malware software
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N, Your IDENTITY is your

most valuable

" possession. Protect it."

~Elastigirl, The Incredibles



2024 FINANCIAL SCAMS

Keeping the Bad Guys Out One Layer at a Time: Behavioral

Unsolicited communications should be
viewed with skepticism and caution

Don’t rush or succumb to pressure or
threats to provide personal info

Say NO when anyone asks for” info
by phone, text or email <

Hover over links and atta
clicking on them

Go to official websites or use 1al phone
numbers for verified info and updates

Freeze or lock your credit

Monitor credit annually - it’s free!



Monitor your credit frequently to avoid surprises

= |t's free

= January: get your credit report from Experian; May:
get your credit report from TransUnion; September:
get your credit report from Equifax

= TIP: put a reminder in your calendar so you don't
forget to get your credit reports throughout the year



TRANSUNION 888-909-8872
www.transunion.com

EXPERIAN 888-397-3742 EQUIFAX 866-349-5191
www.experian.com @ www.equifax.com

TransUnion:
E:e'xperionm Credit Report | EQUIFAX

Credit Report Credit Report

X
X
X
X
v
v
v
v

LALAX X XX



“You have to T L ﬂm[“j

i 11" :\_ e
4 i»ﬁ-’*# ‘

pr

| Frﬂ“._'i _ﬂ'hﬁgnﬂle



(=[] [= [3¢]

ic & Speakers [test)

e

5!{ MUTED q.:.

QUESTIONS?



HUGHES s
'SERVICES, LLC

UPCOMING WORKSHOPS & WEBINARS

ESTATE PLANNING IN 2024 YEAR-END TAX PLANNING
Workshop: April 17t at 12 — 1 pm Workshop: September 11t at 12 - 1 pm
Webinar: April 18t at 12 — 12:30 pm Webinar: September 12t at 12 — 12:30 pm
MID-YEAR MARKET REVIEW YEAR-END MARKET RECAP & 2025 OUTLOOK
Workshop: June 12t at 12-1 pm Workshop: October 30t at 12-1 pm
Webinar: June 13t at 12-12:30 pm Webinar: October 315t at 12-12:30 pm

REGISTER ONLINE @ www.h4fs.com



HUGHES $x€hc

If you have questions about this presentation, please contact us at:
(703) 669-3660 or clientservices@h4fs.com



Hughes Financial Services, LLC, is an independent Registered Investment Adviser (RIA) that works closely with individuals and families, helping them to accomplish their unique financial goals through the allocation of
their assets. We are a fee-only firm that seeks to adhere to the highest fiduciary standards and provide clients with advice that is truly unbiased and has only our clients’ best interests in mind.

We offer our clients an impressive wealth of expertise in retirement and estate planning, investment and risk management, insurance, and education planning. Our advisers hold a variety of professional designations
and certifications and are well versed in a number of financial disciplines. Our combined education and experience allows us to proudly offer you independent financial advice that you can trust.

Information in this presentation is based on sources believed to be reliable; however their accuracy or completeness cannot be guaranteed. This information is not intended to be a substitute for specific individualized
tax, legal, or investment planning advice. Please note that (i) any discussion of U.S. tax matters contained in this communication cannot be used by you for the purpose of avoiding tax penalties; (ii) this communication
was written to support the education of the matters addressed herein; and (iii) you should seek advice based on your particular circumstances from an independent tax advisor. All examples provided are hypothetical
and meant for illustrative purposes only. State income tax laws can be different from Federal income tax laws depending on your state. Be sure to take this into account before making any decisions. Individual situations
will vary so please consult a tax advisor to address your specific situation.

Investing involves risk including the potential loss of principal. No investment strategy, such as asset allocation and rebalancing, can guarantee a profit or protect against loss in periods of declining values. Please note
that rebalancing investments may cause investors to incur transaction costs and, when rebalancing a non-retirement account, taxable events will be created that may increase your tax liability. The Dow Jones Industrial
Average (DJIA) is a price-weighted average of 30 actively traded “blue chip” stocks, primarily industrials, but includes financials and other service-oriented companies. The components, which range from time to time,
represent between 15% and 20% of the market value of NYSE stocks.

Sources: IRS; FTC; AARP; CNBC; WSJ; IRTC; FBI; Envision Consulting; yahoo.com/finance; cybernews.com; Experian; Transunion; Equifax; Better Business Bureau; Department of Labor; NBC News; Identity Theft Resource
Center; The Incredibles; https://cybernews.com/personal-data-leak-check/
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