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WHAT ARE THE NUMBERS?
FTC FRAUD DATA in 2021
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BE FRAUD SMART!

Scam trends to watch for in 2022

= Phishing

= Shopping Ads on Social Media
= Healthcare Records

* Imposter Scams

= Fake Paperwork for Bank and Investment Accounts



BE FRAUD SMART!

1. Phishing

= Uses texts and emails to “phish” for personal information

= Unsolicited by you

= May contain links that install malware, spyware or ransomware on your device
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Text Message e DAY ) Today 11:05 PM

Hello Olivia, your FEDEX package FRM:WellsFargo-Call:833.983.2265 Amex Fraud Free Msg: Did Your parcel (#US499823)
with tracking code GB-6412-GH83 SUBJ:$240.00 @ ATM on you just try to charge which includes the following
Is waiting for you ta set delivery 04/12/2021 Approved. 130.63 USD at DIG IT products: 1.SamsungTV.

preferences: e3fmr.info/ MSG:lgnore MSG if Valid. Contact LIVER? 1if yes, 2 to call Cannot be appro\/ed for

onAyXsVfomA : S ) ;
Us if Suspicious. Amex. Text STOP to opt out. delivery until your

IDN0:10452420082 18008249289 outstanding tax has been
paid. Current outstanding
balance: $1.22.

More info
wannapickupnow.com/
alu9kb




BE FRAUD SMART!

2. Shopping Ads on Social Media

= Clicking on product ads on Facebook and Instagram

= |tem doesn’t arrive, is counterfeit or quality was misrepresented

OR

= Clicking on ad installs malware, spyware or ransomware on your device

= 2021: FTC reports $770 million in losses

PG 2



BE FRAUD SMART!

3. Healthcare Records

= Personal information fraudulently obtained from health organizations
= In 2021: 50 million people in U.S. were compromised

= Due to healthcare industry rapid movement to digital records and increased
remote work due to the pandemic

= On dark web, your personal data is worth MORE than your credit card info




BE FRAUD SMART!

4. Imposter Scams

PERSONAL CONNECTION “OFFICIAL" GOVERNMENT WINDFALL EVENT

= Family Emergency = Social Security = Sweepstakes
= Grandparent Scam = Medicare " Lotteries
= Romance Scam = Unemployment Bureau

= |RS
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5. Fake Paperwork for Bank and Investment Accounts

METABANK, DBA of new account
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+ A complete picture of your investments " et hater betore the New Yor
Secvour entire portiairincluding mutual fund and brokerage assets-on & S0 SUTITIY by electionic bank \‘J hold. Dunng the ol you Gan @
You tan even include assets you hold outside of Vanguard subject to o 1 valendat h“\ \will be held unti the end of the 7 days
h ched! . e
your redemption ¢ ik Stack Exchangs closes B—

+ Extensive portfolio analysis. Y
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BE FRAUD SMART!
“Crooks prefer to get money in forms
that aren't traceable or are erasable,”
says Amy Nofziger, a fraud expert for
AARP. “Knowing their preferences may

make it easier to spot their schemes.”



BE FRAUD SMART!

Risky (and Questionable) Payment Methods

= Cash

= Wire transfer

Retail gift cards
= Person-to-person (P2P) payments (Venmo, Paypal, CashApp, Zelle)
= Cryptocurrency (Bitcoin, NFTs)



BE FRAUD SMART!

Protect Yourself with Layers of Security




BE FRAUD SMART!

6 actions you can take today to protect yourself

1. Keep software up to date on ALL devices
2. Use firewalls and anti-virus protection

3. Use a password manager and strong passwords
with multiple types of characters

4. Two- or multi-factor authentication

5. Be wary of phishing scams through emails,
texts messages, phone calls

6. Consider freezing or locking credit through
three national credit bureaus




What happens if |
become a victim of
identity theft or a

cybercrime?



BE FRAUD SMART!

What to do if you become a victim

= Don’t keep it a secret!

= Report the crime to the FTC and your state attorney general

= Report the crime to your relevant financial institution

= If not already done, consider locking or freezing your credit
through the three national credit bureaus

= Reset ALL passwords

= Contact Hughes Financial Services and your advisor
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Hughes Financial Services’' 20-

minute virtual educational Lunch

& Learn webinars have returned!

Grab your device and lunch and

join us Wednesday at Noon to

juice up your financial planning

knowledge on a variety of topics!
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REGISTER ONLINE AT WWW.H4FS.COM
>> Use the Events Tab and Workshops & Webinars Link

>> Watch your email for our invitation

§=— /A APRIL 20 @ Noon

o g Tax Planning for 2022: How Can
~—158a] You Maximize Your Savings?
\ : J

MAY 4 @ Noon

Headwinds & Tailwinds:
An Economic Update

PREVIOUS WEBINAR RECORDINGS AVAILABLE AT WWW.H4FS.COM



Hughes Financial Services, LLC, is an independent Registered Investment Advisor (RIA) that works closely with individuals and families, helping them to accomplish their unique financial goals
through the allocation of their assets. We are a fee-only firm that seeks to adhere to the highest fiduciary standards and provide clients with advice that is truly unbiased and has only our clients’
best interests in mind.

We offer our clients an impressive wealth of expertise in retirement and estate planning, investment and risk management, insurance, and education planning. Our advisers hold a variety of
professional designations and certifications and are well versed in a number of financial disciplines. Our combined education and experience allows us to proudly offer you independent financial
advice that you can trust.q1

Information in this presentation is based on sources believed to be reliable; however their accuracy or completeness cannot be guaranteed. This information is not intended to be a substitute for specific individualized
tax, legal, or investment planning advice. Please note that (i) any discussion of U.S. tax matters contained in this communication cannot be used by you for the purpose of avoiding tax penalties; (i) this communication
was written to support the education of the matters addressed herein; and (iii) you should seek advice based on your particular circumstances from an independent tax advisor. All examples provided are hypothetical
and meant for illustrative purposes only. State income tax laws can be different from Federal income tax laws depending on your state. Be sure to take this into account before making any decisions. Individual situations
will vary so please consult a tax advisor to address your specific situation.

Investing involves risk including the potential loss of principal. No investment strategy, such as asset allocation and rebalancing, can guarantee a profit or protect against loss in periods of declining values. Please note
that rebalancing investments may cause investors to incur transaction costs and, when rebalancing a non-retirement account, taxable events will be created that may increase your tax liability. The Dow Jones Industrial

Average (DJIA) is a price-weighted average of 30 actively traded “blue chip” stocks, primarily industrials, but includes financials and other service-oriented companies. The components, which range from time to time,
represent between 15% and 20% of the market value of NYSE stocks.

SOURCES: AARP; FTC; Consumer Sentinel Network; BBB.org; shredit.com; Bloomberg.com
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If you have questions about this presentation, please contact us at:
(703) 669-3660 or clientservices@h4fs.com



