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Increased Risk of Identity Theft in 2021

2021 IDENTITY THEFT & FINANCIAL SCAMS

444,344

650,523

1,387,615

2018 2019 2020

 20%  46%

 113%

Source: FTC.gov/data



“In 2020 … the largest 

number of complaints and 

highest dollar losses in 20 

years.”

Increased Risk of Identity Theft in 2021
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Government-Sponsored Benefits Fraud
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2020: 

Almost 

400,000

2019: 
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SCAM: Tricked into revealing personal 

information such as Medicare, Social 

Security or bank account number

KEY: Government agencies will NEVER 

call, email or text asking for personal 

information or trying to sell something

▪ When in doubt, hang up and call the 

agency directly

▪ Check statements regularly for 

anything unusual

Government-Sponsored Benefits Fraud: Social Security and Medicare
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ACTION ITEM:



Tax Season Spear-Phishing and Malware Scam
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Source: CNBC



Tax Season Spear-Phishing and Malware Scam
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Source: CNBC
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Tax Season Spear-Phishing and Malware Scam
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Unemployment Benefit Fraud Victims Face Tax Season Surprise
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Source: WSJ

▪ Consider freezing your 

credit

▪ Report the fraud through 

state unemployment 

agency and fraud units

ACTION ITEM:

▪ Do not include income 

from fraudulent 1099-Gs 

on federal tax returns



A New Twist on an Old Scam: Grandparents’ Scam
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LAYERS OF SECURITY TOOLS

Cybersecurity is Like Home Security
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▪ Anti-virus/malware software

▪ Keep software up-to-date and 

secure your devices

▪ Strong passwords, 2-factor 

authentication, password 

managers

▪ Browse internet carefully

▪ Stay alert for phishing scams

▪ Back up your data

Keeping the Bad Guys Out One Layer at a Time
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▪ Monitor credit annually – it’s free!

▪ Check links and attachments before 

clicking on them

▪ Say NO when anyone asks for personal 

info by phone, text or email

▪ Don’t rush or succumb to pressure 

or threats to provide personal info

▪ Unsolicited efforts to sell something 

should be viewed with skepticism

▪ Go to official websites for verified 

info and updates

Keeping the Bad Guys Out One Layer at a Time
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ID Theft Trends 2021
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Victim 

assistance 

funding cuts

Changes in 

focus, tactics 

and methods

Pandemic-

related fraud 

continues

Public policy 

changes





WEDNESDAY

WEDNESDAY, MARCH 3rd

ESG Investing: What is it and should you consider it in your 

financial plan?

WEDNESDAY, MARCH 10th

The 2021 Plan to Protect Yourself Against Identity Theft and 

Cybercrimes

WEDNESDAY, MARCH 17th

Tax Planning in 2021: What to Expect & Plan For with Guest 

Speaker Liz Nuti, President, Accounting & Tax Solutions, Inc.

WEDNESDAY, MARCH 24th

Estate Planning in 2021 with Guest Speaker Martha Sotelo, 

Esq., Principal, Vaughan, Fincher & Sotelo, PC

Hughes Financial Services will be 

hosting 20-minute virtual 

educational Lunch & Learn sessions 

during which we’ll do a deep dive on 

an array of financial planning topics. 

Grab your device and lunch and join 

us each Wednesday at 12:00 pm to 

juice up your financial planning 

knowledge!

REGISTER ONLINE AT WWW.H4FS.COM

WEDNESDAY, MARCH 31st

The Many Ways to Invest in Real Estate

WEDNESDAY, APRIL 7th

2020 Was the Year of the Roth – What About 2021?
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EXPERIAN  888-397-3742

www.experian.com/freeze

CREDIT REPORTING AGENCIES

CONTACT INFORMATION

EQUIFAX  866-349-5191

www.freeze.equifax.com

TRANSUNION 888-909-8872

www.transunion.com/credit-freeze/place-credit-freeze

OFFICIAL ORGANIZATIONS MENTIONED IN TODAY’S PRESENTATION

FEDERAL TRADE COMMISSION

www.ftc.gov

BETTER BUSINESS BUREAU

www.bbb.org

INTERNAL REVENUE SERVICE

www.irs.gov



If you have questions about this presentation, please contact us at:

(703) 669-3660 or clientservices@h4fs.com



Hughes Financial Services, LLC, is an independent Registered Investment Adviser (RIA) that works closely with individuals and families, helping them to accomplish their unique financial goals through the allocation of

their assets. We are a fee-only firm that seeks to adhere to the highest fiduciary standards and provide clients with advice that is truly unbiased and has only our clients’ best interests in mind.

We offer our clients an impressive wealth of expertise in retirement and estate planning, investment and risk management, insurance, and education planning. Our advisers hold a variety of professional designations

and certifications and are well versed in a number of financial disciplines. Our combined education and experience allows us to proudly offer you independent financial advice that you can trust.

Information in this presentation is based on sources believed to be reliable; however their accuracy or completeness cannot be guaranteed. This information is not intended to be a substitute for specific individualized

tax, legal, or investment planning advice. Please note that (i) any discussion of U.S. tax matters contained in this communication cannot be used by you for the purpose of avoiding tax penalties; (ii) this communication

was written to support the education of the matters addressed herein; and (iii) you should seek advice based on your particular circumstances from an independent tax advisor. All examples provided are hypothetical

and meant for illustrative purposes only. State income tax laws can be different from Federal income tax laws depending on your state. Be sure to take this into account before making any decisions. Individual situations

will vary so please consult a tax advisor to address your specific situation.

Investing involves risk including the potential loss of principal. No investment strategy, such as asset allocation and rebalancing, can guarantee a profit or protect against loss in periods of declining values. Please note

that rebalancing investments may cause investors to incur transaction costs and, when rebalancing a non-retirement account, taxable events will be created that may increase your tax liability. The Dow Jones Industrial

Average (DJIA) is a price-weighted average of 30 actively traded “blue chip” stocks, primarily industrials, but includes financials and other service-oriented companies. The components, which range from time to time,

represent between 15% and 20% of the market value of NYSE stocks.

Sources: IRS; FTC; AARP; CNBC; WSJ; IRTC; FBI; Envision Consulting; Experian; Transunion; Equifax; Better Business Bureau; Department of Labor; NBC News; The Incredibles
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